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& Cybersikerhetsproblemet genomsyrar allt, precis som
digitaliseringen av samhallet

New/Updated CVEs

Distribution of vuln

CVSS Score Range

450 cves created, 110 cves

updated since yesterday

1151 cves created, 2657 cves

updated in the last 7 days

3151 cves created, 6064

CVEs updated in the last 30 days

erabilities by CVSS scores

Vulnerabilities

Sarbarheterna

Komplexiteten

Global cybersecurity workforce size slowed
while gap continues to increase
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... Cybersakerhetsproblemet

Internationell utblick Sverige-fokus
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© Nya cyborattackerma som kan lams Sverige
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Utredning foresiar operativ
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& Enstindig kamp ... | ... 916biv 163 naqms)

Ramverk for angrepp resp. férsvar Crime | Ransomware as a Service (Caa$ | Raas)

Cyber Kill Chain

Spaning — Forberedelser — Distribution — Intrang — Installation — Styrning - Angrepp
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est-Practice racker inte...

Qoops, your files have been encrypted!

What Happened to My C:
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Home Notifyme Domainsearch Who's beenpwned Passwords APl About Donate B P

Y

Pwned Passwords

Pwned Passwords are 555,278,657 real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable
online below as well as being downloadable for use in other online systems. Read more about how HIBP protects the
privacy of searched passwords.

yi will be
Payment will be raised on Bl Can I Recover My Files? X
5/16/2017 11:58:59 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

(S|§How Do I Pay?
[Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
/And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

502012017 11:58:59

Time Left

Oh no — pwned!
This password has been seen 23,547,453 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before,
change it!

Send $300 worth of bitcoin to this address

115p7UMMngoj1pMvkpHijcRdfINXj

ContactUs Check Payment

2. Forvalta behorigheter och anvanda 3. Sakerhetskopiera och testa att

.. . |
1. Sakerhetsuppdateringar! E starka autenticerings-funktioner. informationen gar att lasa tillbaka!
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© Uppdrag — Nationellt samarbete

Banbrytancde forskning,

innovation och utbildning for CYBERCAMPUS SVERIGE
cybersakerhet & cyberforsvar

bortom det mojliga for

enskilda larosaten, institut, foretag
& myndigheter

Fysisk, neutral & inkluderande moétesplats

Partnerskap - Avsiktsforklaringar
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Offentlig sektor Samhallsviktiga

funktioner
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alta
@in e .
Aodem U Cyberhot & it-incidenter
Privat sektor "Yrkes- @ Utveckla och stdrk formdgan att
hégskolor = férebygga, uppticka och hantera
] ‘ cyberhot och betydande it-incidenter.
Gemensam g
forskning E— /TS ==\ el
= i
”Mot behov som inte adresseras av @ . )

ndgon annan aktér pd cyber- § )~ . i% %ﬁ% - @
sdkerhetsomrddet” % *%ERSA /f?\ — i

@ C Y & 1 A OPTSHE

Forskning CERT..SE

DIGITAL i
. 00o0 — 2
Innovation = Q o &

% 0.7
[ 4

//Q_:?y % ’: 8400y

* ¥ 7
+ Digital

* DORA » Operational i o, Nis2 5 [
* 4 Resilience DIRECTVE

* 4 % Act

L\ o

&V ettt land?




Offentlig sektor Samhallsviktiga

funktioner
Beredskaps-
Innovation P \ « Agilutbildning sektorer -
alta
@in e .
Aodem U Cyberhot & it-incidenter
Privat sektor "Yrkes- @ Utveckla och stdrk formdgan att
hégskolor = férebygga, uppticka och hantera
] ‘ cyberhot och betydande it-incidenter.
Gemensam g
forskning E— /TS ==\ el
= i
”Mot behov som inte adresseras av @ . )

ndgon annan aktér pd cyber- § )~ . i% %ﬁ% - @
sdkerhetsomrddet” % *%ERSA /f?\ — i

@ C Y & 1 A OPTSHE

Forskning CERT..SE

DIGITAL i
. 00o0 — 2
Innovation W |\ % Q o &

% 0.7
[ 4

//Q_:?y % ’: 8400y

* ¥ 7
+ Digital

* DORA » Operational i o, Nis2 5 [
* 4 Resilience DIRECTVE

* 4 % Act

L\ o

&V ettt land?




& Kraftsamling & samarbete

Gemensam forskning

Malinriktad- Tvardisciplinar - Forskarpar Forskarskola

r
Secure ioud Trustworthy loT
and Edge
X (automated
(infrastructure R
re-certification)
and data)

Fortbildning

Introduktion — Fortsattning — Avancerad
Generalister— Specialister— Beslutsfattare

=2 ¥ 5%

Chief Information Cyber Incident Cyber Legal, Policy and
Security Officer (CISO) Responder Compliance Officer
Open-source
Software and
Hardware
(RISC-V)

Industry 5.0 Inteligent Socio-Technical
network
(IT-OT-loT foontrofied Practicies and
amalgamation) A1 W) Approaches

Vulnerability Automate
Analysis Cybersecurity
(cyber threat (limit human
intelligence) reliance)

Cybersecurity
Implementer
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Cybersecurity Risk Penetration
Manager Tester

6G
(terrestrial and
non-terrestrial)

Innovation

Forskningsanknuten / Teman / Partnerskap
Utmaningsdriven / Nationell arena

ChatGPT med DALL-E, OpenAl, 2025




& Etisk hackning — mitt emellan utbildning, forskning och innovation

En elbil av mirket "MG” som dgs av ett kinesiskt bolag. Artikelforfattaren varnar for

riskerna med dvervakning

Kinesiska bilar - ett spionverktyg?

vid din avly lada? Den fr:
figer eller kper en bil figt av ett Kinesiskt

g, skriver Tord Stromdal.

Pratar du

Du har en lada som du tar med dig 6verallt. Ladan ér designad i Kina av
kinesiskt bolag, producerat i Kina och med kinesisk mjukvara. Ladan
kommer med flera kameror som kontinuerligt spelar in video och med
mikrofoner som konstant spelar in samtal. Det inspelade materialet
skickas till Kina, och vad som sker med det inspelade materialet nir det
kommer till Kina vet vi ingenting om. Varje hemlig lada har ett unikt ID,
och det ar busenkelt for kinesiska underrittelsetjansten att ta reda pa
vilken lada som tillhor nagon person inom Férsvarsmakten, Sipo, FOI,
FMV, Saab, Bofors eller liknande.




= Cyberlyftet

STARTA K

CYBERCAMPUS
SVERIGE

Hur kan du bidra?

Tipsa familj, vanner, bekanta,

kollegor, ...
https://www.cyberlyftet.se En grundlégga nde
introduktionskurs om hur
Tillsammans gor vi Sverige alu skyddar dlg mot
cybersakrare!

cyberhot


https://www.cyberlyftet.se/

& Cybercampus Sverige
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= CYBERCAMPUS
<7 SVERIGE

David Olgart

olgart@kth.se
https://www.cybercampus.se/
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