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Jan Kufner

• Team Leader, European Medical Device & IVD 

Pen-Testing Lab at TÜV SÜD

• Leads a multinational team in Munich, still 

active in hands-on testing

• Former Cybersecurity Lead at TÜV SÜD’s 

Notified Body with strong regulatory expertise

• Combines technical + regulatory insight in 

cybersecurity & medical device innovation



Regulatory Update
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https://www.linkedin.com/posts/drkevinfu_yesterday-fda-released-an-update-to-its-activity-7344470096779657216-Mnpv 
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How to Determine if your Device is a Cyber Device

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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https://www.fda.gov/medical-devices/medical-device-recalls-and-early-alerts/recall-alert-baxter-

permanently-removes-life2000-ventilation-system?utm_medium=email&utm_source=govdelivery 
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SOTA

• 81001-5-1 mandatory (although not harmonized | consensus standard)

• 60601-4-5 guidance (if you must use it as a list for security requirements)

• configurable password strength

• X.509-based PKI

• …

• Cyber Resilience Act (CRA) not applicable for medical devices 
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tate of Cyber Security



State of Cyber Security
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What How

Good concept Laid out in the security Risk Management 

(STRIDE)

Properly 

implemented

Verified via pen-test

& maintained done via patch management

NBs & FDA`s view
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Security Concept
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Pitfalls for market authorization the security concept

1. Missing (data flow diagram)

2. Bad concept

3. Bad documentation (tip: use STRIDE)
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Data Flow Diagram
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Defense in 
Depth
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Defence in depth (example WebApp)
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Network / Transport Layer • TLS 1.3 with HSTS, no insecure ciphers

• DDoS protection, traffic filtering & rate limiting

• …

Authentication & Access Control • Strong authentication (password policy, OAuth2, OIDC)

• Multi-factor authentication (2FA/MFA)

• …

Application Layer Security • Input validation & output encoding (prevent XSS, injection)

• CSRF protection (tokens, sameSite)

• …

Data Protection • Encryption of sensitive data at rest (DB/disk encryption)

• Hashing passwords with modern algorithms (bcrypt, Argon2)

• …

Monitoring & Detection • Intrusion detection (IDS/IPS, SIEM integration)

• …

Operational Security • Continuous updates & patching (app, OS, middleware)

• Regular pen-testing

• …

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026



Penetration Testing
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CVSS vs ISO severity

• Guest account can change all medication at hospital CVSS v3.1 Vector 

AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N 4,3

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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CVSS vs ISO severity

• Guest account can change all medication at hospital CVSS v3.1 Vector 

AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N 4,3

Lethal doses for patients

→Severity: Catastrophic

→Probability: Medium (all patients in the hospital could be affected, however hospital staff is still there)
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• Attack vector: 

An attack vector is the method or pathway an attacker uses to gain unauthorized 

access to a system

• Attack surface:

sum of all vectors

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026 18
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Attack surface analysis 

https://www.fda.gov/media/119933/download → jan.kuefner@tuvsud.com 

Get a free 

attack surface 

analysis from 

TÜV SÜD

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026

https://www.fda.gov/media/119933/download
mailto:jan.kuefner@tuvsud.com
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Pitfalls for MD pen-testing

1. Skills (iOT) / missing certs (OSCP)

2. In-House pen-testing?

3. Attack surface incorrect

4. Testing depth (Fuzzing / Zero Day angle)

5. Too much automation / only scans

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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Pitfalls for MD pen-testing

https://www.ig-nb.de/index.php?eID=dumpFile&t=f&f=4344&token=c9b7fff6f527a154b284a0549166c3d9fd1a155e 
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Vulnerability chaining (→ FDA)

• Change Files on the device (Disable alarms, Ignore SW watchdogs, …) via Internet, however Admin credentials 

necessary

CVSS v3.1 Vector AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:N 4,4

• Get fleetwide SuperUser password via UART

CVSS v3.1 Vector AV:P/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N 4,2

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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Vulnerability chaining (→ FDA)

• Change Files on the device (Disable alarms, Ignore SW watchdogs, …) via Internet, however Admin credentials 

necessary

CVSS v3.1 Vector AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:N 4,4

• Get fleetwide SuperUser password via UART

CVSS v3.1 Vector AV:P/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N 4,2

Shut of life sustaining treatment globally for all patients without alarms 

→Severity: Catastrophic

→Probability: High (all patients globally can be affected)

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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TÜV SÜD Penetration Testing
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Medical / IVD Experts:

DICOM, SDC, FHIR, POCT-1a

Hardware Experts:

Bluetooth, Wi-Fi, GUI, USB, CanBus

17025 accredited:

First and only to be 60601-4-5 accredited.

Time to Market:

We guarantee timelines, since we are specialized on medical devices

No hickups in certification

Pen-testing Medical Devices and IVDs | Regulatory Summit 2026
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Customer 

Inquiries

Pasha.Razifar@tuvsud.com

tuvsud.com/en

medicaldevices@tuvsud.com

Follow us on:

https://www.instagram.com/tuvsud/
https://www.linkedin.com/company/tuvsud/
https://www.youtube.com/tuvsud
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